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Report Abstract:

This report highlights how the SISE �Sensitive Information Sharing Environment) community effectively used new

technology during Hurricane DEBBY to gather real-time operational information from states and the private

sector. This information was instantly shared within the SISE-net Hub improving situational awareness, enhancing
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Introduction

•

◦

◦

◦

Before Landfall State & Local Governments need to provide the private sector:

Declarations/Executive Orders

Waivers, Closures, Shelters, Evacuations

State Guidance & Updates

•

◦

◦

◦

After landfall, the private sector needs to provide states & local governments:

Facility operational status

Infrastructure disruptions

Information requests from states

When Hurricane DEBBY hit the East Coast, it impacted a wide area, from Florida to Vermont. This happened

between August 2 and August 11, 2024, and the storm affected many states for that week.

Due to the widespread nature of the storm, a large volume of information from various sources needed to be

quickly aggregated and shared across different states, sectors, and organizations within a vetted community.

This ensured that everyone was informed and able to respond effectively.

The working groups of the All Hazards Consortium, comprised of state and private sector representatives, had

been conducting regional exercises to clarify and prioritize their information needs before and after landfall

across six areas. The resulting prioritized information needs for each group are listed before and provide the

purpose for industry's development of the SISE-net Operational Information Sharing Hub:
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Background
The SISE-net Operational Information Sharing Hub �SISE-net Hub), developed in 2020, is a private sector-

operated system that significantly enhances coordination between industry and state governments during

disasters. It connects approved users and synchronizes their situational awareness across six critical areas,

reducing the need for excessive emails and minimizing confusion and delays, ultimately helping to save lives and

protect property.

Following several regional hurricane exercises, recommendations emerged to address the overwhelming email

traffic during disasters and to find a secure chat app that could support large groups and mobile devices. This led

to the integration of a chat app with the SISE-net Hub, aimed at streamlining communication.

The chat app serves as a straightforward tool for leveraging the SISE-net state liaison community, which includes

over 30 states. It enables the rapid aggregation of official, signed emergency documents and updates directly

from the states into the SISE-net Hub within minutes of becoming available. This process eliminates the need for

users to search the internet or send additional emails to find critical information.

By integrating the SISE-net Hub with the SIGNAL app, updates from the users were captured and immediately

posted into the SISE-net hub. This process offers a unique, simple, and innovative approach to disaster response

communication, reinventing how states and the private sector share vital information during emergencies.

The SISE-net Operational Informaiton Sharing Hub (www.siseusa.org)
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CHAT App Selection
The decision to adopt SIGNAL was not made hastily but was the result of insights gained from actual disasters

and virtual information-sharing exercises, specifically the SISE-net Cross-Sector Virtual Tabletop Exercises

conducted in 2021, 2022, and 2023.

These exercises brought together over 100 participants from various states and industries, all working together to

prepare for disasters. During these sessions, the need for a simpler, more secure, non-email-based

communication tool became clear, particularly in times of crisis.

In 2023, several chat apps were evaluated by the SISE community and its working groups. SIGNAL was ultimately

chosen because it offered a secure, non-email-based platform for real-time communication and facilitated easy

sharing of operational updates from approved users which included state private sector liaisons from over 40

states, multiple utilities, regulated companies, and trade groups.

By adopting SIGNAL, the AHC work groups were able to expedite information sharing while addressing concerns

about the non-operational use of sensitive information. Additionally, all users of the app were part of the private

sector's Sensitive Information Sharing Environment �SISE�, ensuring that all communication occurred within a

legally protected framework, safe from frivolous FOIA �Freedom of Information Act) requests from non-

operational entities.

SISE-net Cross-Sector TTX (https://www.ahcusa.org/cross-sector-exercises.html)
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Usage of SIGNAL App

1.

2.

State Private Sector Liaison Group: This group included representatives from 40+ states. The purpose of this

group was to allow state's private sector liaisons to communicate with each other in a safe and secure

environment, protected from frivolous FOIA requests via the AHC's 501c3 status. Participants could share

updates, ask each other questions, and provide information that they didnʼt want to be made public. For

example, a state could quickly notify other states about a new emergency declaration or request information

from industry, or what other states were doing to handle a specific issue.

Cross-Sector Industry Group: This group included representatives from various industries such as electricity,

trucking, rail, communications, food, fuel, water, pharmacy, finance, and retail. The goal of this group was

similar to the state liaison group but focused on cross-sector information sharing. These representatives could

share information about their operations, report any disruptions, ask questions, and validate their assumptions

about what was happening in real-time. For example, sectors provided information on the status of power

restorations and resource movements, fuel availability, food sector and store impacts, rail status, trucking

status, communication outages, etc...

When Hurricane DEBBY struck, the SISE community quickly put the SIGNAL app to use. Two main SIGNAL chat

groups were created:

State Liaison CHAT from Hurricane DEBBY
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Benefits
Cross-Sector Coordination:

The integration of the SIGNAL App with the SISE-net Hub created an efficient way to enhance cross-sector

situational awareness and coordination. Built on the strong relationships within the SISE-net community,

particularly through the AHC working groups, these tools allowed for the rapid aggregation and distribution of

operational information across multiple states and sectors. This speedier communication led to improved

decision-making and expedited response efforts during Hurricane DEBBY.

Reduced Email Traffic:

SIGNAL eliminates "email overload" by centralizing disaster response updates in a secure group chat, reducing

the need for multiple emails. This streamlined communications and ensured critical information was easily

accessible, reducing the risk of missing important details and improving overall coordination and response

efforts.

Secure Information Sharing:

SIGNAL's strong encryption, coupled with the AHC's non-profit's FOIA exemption, provided a secure platform

and safe legal environment for sharing sometimes sensitive operational information during the Hurricane DEBBY

response. This ensured that only the intended approved recipients could access the discussions, allowing the

SISE working groups to communicate safely and maintain confidentiality in their strategic operations.

Faster Information Flow:

SIGNAL enabled instant sharing of updates (texts, pics, and files) allowing participants to quickly communicate

new developments and sync everyone's situational awareness across sectors. This rapid information flow

improved coordination, ensuring everyone remained informed and aligned in their disaster response efforts.

Synchronized Situational Awareness:

SIGNAL enhanced situational awareness by centralizing real-time operational updates from the field in one

platform, integrated with the SISE-net Hub. Appropriate information from SIGNAL was then posted into the SISE�

net Hub which allowed the entire SISE community of over 450 vetted representatives to access the information

quickly, improving the collective understanding and response.

Less Information Duplication:

SIGNAL reduced confusion by ensuring all participants received the same information simultaneously, eliminating

the issue of receiving duplicate or outdated updates from different sources, thus improving consistency and

clarity. This reduced delays by increasing user confidence in the information and the information sources so that

action could be taken on the information provided.

SISE-net Hub / SIGNAL Integration:

SIGNAL allowed rapid posting of updates to the SISE-net Hub (www.siseusa.org) from the state and industry

work groups, ensuring that the broader SISE community had timely access to the latest information, enhancing

overall situational awareness and coordination across all sectors.
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Lessons Learned

1.

2.

3.

4.

Increased Information Sharing: The SIGNAL app played a crucial role in helping the community of

participants connect more closely during Hurricane DEBBY. It facilitated real-time engagement, built a sense

of community, motivated active participation, and created a shared sense of purpose. By making it easy for

people to see the impact of their contributions and receive immediate feedback, SIGNAL encouraged more

frequent and meaningful updates, which ultimately helped to enhance the overall effectiveness of the

response effort.

Learning Curve: Although SIGNAL was relatively easy to use, some participants were not familiar with it at

first. This meant that there was a bit SIGNAL of a learning curve as people figured out how to navigate the app

and use its features. In future exercises and real-world events, it will be beneficial to provide a brief training

session on how to use the app before itʼs needed.

Managing Large Groups: With potentially so many people involved in the SIGNAL chat groups, as things grow,

it will be important to have some ground rules to keep the conversation organized. For example, it is helpful to

have designated moderators who can help guide the discussion and ensure that everyone has a chance to

share their updates without the conversation becoming too chaotic.

Balancing Security and Accessibility: While the security features of SIGNAL were a big plus, they also meant

that some participants had to take extra steps to ensure they could access the app, especially if they were

using work-issued devices with strict security/firewall settings. It was important to balance maintaining a high

level of security and ensuring that everyone who needed to participate could do so easily. Several users

ended up using their devices as an alternative.

While the use of SIGNAL during Hurricane DEBBY was largely successful, there were a few challenges and

lessons learned:
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CHAT App Performance
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SISE-net Hub Performance
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SISE-net Predictive Weather Impact
Videos: Improving Hurricane
Preparedness & Response
The SISE community has long collaborated with NOAA, NASA, and the National Weather Service to gather reliable

weather data.

Recently, the SISE working group partnered with StormCenter Communications to enhance this effort by

providing concise weather impact videos during hurricanes. These videos combine weather forecasts with

potential infrastructure impacts, enabling states and industry stakeholders within the SISE to anticipate and

prepare more effectively before severe weather hits.

Available through the SISE-net Hub, these videos are a direct outcome of the cross-sector exercises conducted

in 2021, 2022, and 2023. They are specifically designed to help predict how the pending weather (e.g. hurricane)

will impact critical infrastructure across various sectors, including electric, communications, fuel, transportation,

water, food, chemical, healthcare/pharma, retail, and supply chains.

By offering clear, actionable information, these videos assist stakeholders in making informed decisions to

enhance their planning and response efforts during hurricanes.

https://frwg.geocollaborate.com/dashboard/
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Stakeholder Feedback
•

•

•

•

•

•

•

•

•

•

Pennsylvania - Despite managing Tropical Storm DEBBY's flooding, which had our staff working 70-hour

weeks, we tracked other potential events, like the early stages of a rail strike. Using summaries and

information exchanged via the SIGNAL app, I identified key questions for our state agencies and provided

actionable insights to our agency leadership, who were juggling multiple efforts. The app also proved

invaluable for urgent resource coordination, helping us secure 22 tractor-trailer loads �168K cases) of bottled

water for our state within 20 hours, even in the middle of the night.

New Jersey - The SIGNAL app provided situational awareness, not only from other state operations but also

from representatives from industry sectors.

North Carolina - SIGNAL enables swift, critical communication between PSLs �Private Sector Liaisons),

ensuring efficient support for State response and private sector resilience. It prevents delays and lost

messaging during disasters, enhancing productivity and coordination. For emergency managers, adapting to

evolving challenges is crucial—SIGNAL is the right tool for our essential communication needs.

South Carolina - The SIGNAL app was instrumental in quickly sending transportation waivers out from the

State Department of Transportation almost immediately after notifications were issued and allowed states to

work together to support the impacted states by posting information on their behalf when they were heavily

involved in the response effort.

Louisiana - SIGNAL offers a secure, easy-to-use communication platform for our state PSL network,

enhancing information sharing in the SISE environment with added security beyond standard text messaging.

Idaho - The SISE-net Hub and SIGNAL app served as a powerful force multiplier for state PSLs during this

crisis. With SIGNAL, a PSL in a disaster-hit state can instantly request and receive crucial support from across

the country. In both blue-sky and dark-sky days, SIGNAL provides an adaptable, simple, and effective

communication and coordination tool.

Transportation Sector - The SISE-net Hub and SIGNAL app allowed for a live chat discussion capability

between states and sectors that was very informative and provided timely

access to information from trusted sources regarding state declarations.

Communications Sector - The SISE-net initiative with the efforts of many people over the years and the

addition of the SIGNAL app proved to be an effective new approach in improving the speed of information

sharing and takes the SISE community to a new level  of information sharing.

Electric Sector - The SIGNAL app and the SISE-net Hub demonstrated the ability to leverage the SISE's

trusted community to disseminate vital information to a large group instantly.

Fuel Sector- The SIGNAL app helped obtain a complete list of available government declarations and waivers

quickly, which can avoid unnecessary delays. It also provided a mechanism for getting feedback on questions

that would otherwise take much more time to get answers. All around valuable resource for efficient disaster

response and recovery
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Conclusion
During Hurricane DEBBY, the SISE-net Hub and SIGNAL were effectively utilized to enable real-time

communication and coordination between states and industry representatives. The SISE working groups

successfully shared operational information both internally and with other groups. Deputized liaisons from each

working group anonymized sensitive information before posting it to the SISE-net Hub, making it accessible to

the broader SISE-net community.

The SISE-net technology significantly reduced email traffic, sped up information sharing, and enhanced cross-

sector situational awareness during the hurricane. This experience underscored the value of using a chat app like

SIGNAL in disaster response and provided important insights for the SISE community to refine their strategies

and improve preparedness for future crises.

By integrating SIGNAL with the SISE-net Operational Information Sharing Hub, the SISE community can expect

further enhancements in disaster response, emphasizing the critical role of preparedness and technology in

managing disaster situations.

Register with the SISE �Sensitive Information Sharing Environment at: www.siseusa.org
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