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Report on the All Hazards Consortium Border Coordination Summit

Executive Overview

The Regional Border Coordination Summit Meeting was an effort supported by several states,
DHS/FEMA, and the private sector held in October 2008. This meeting focused on how the
states and their multiple agencies would coordinate at their borders during a planned or
unplanned regional catastrophic evacuation of the public.

This report and the summit meeting were outcomes of the Regional Catastrophic Event
Preparedness Workshop held in February 2008 during which the states discovered there was a
need for improved coordination of resources at the state borders during a mass movement of
citizens. The states agreed to take an incremental approach to address this topic by focusing on
the following first steps:

Conduct a small multi-state summit meeting to allow for discussion between the states.
Develop an initial evacuation border coordination report that begins to identify top
themes and issues.

Conduct a broader multi-state study to provide an information framework that can be
used by all to educate and support regional coordination efforts.

Gain agreement on next steps.

The AHC acknowledges the member states and jurisdictions, their local stakeholders, and
supporting federal, private, and academic partners who all share a sincere desire to protect
residents and communities while working in concert with their respective neighbors.

Background

Through the collaboration efforts of the states, it was discovered that evacuation routes in one
state aren’t always considered evacuation routes in adjoining states. This discussion led to the
organizing of a multi-state meeting, the Border Coordination Summit Meeting, that would focus
on the various coordination efforts needed at state borders during a catastrophic evacuation.

The states decided to focus this effort on the multi-state coordination efforts at state borders in
the following areas:

1) Commodities (food, water and fuel)
2) Communications

3) Credentialing

4) Law Enforcement

5) Mass Care/Sheltering

6) Public Health

7) Transportation

This report represents the meeting summaries and frames the major themes and work areas to
be addressed in the near future.
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Following this report, a more in depth regional study will be conducted to research what people,
efforts and projects are already in place to support this effort in each state and identify
additional gaps for further exploration.

Common Themes

Over 100 people from various state, federal and private organizations jointly discussed many
topics at this two (2) day meeting. The common regional themes were as follows:

1. Governance
a. The need for an overall regional governance structure prior to an event and a
coordinated regional incident command and control structure during an event.
2. Planning
a. The ongoing need for regional planning and collaboration between homeland
security, emergency management, transportation, law enforcement, public
health, the private sector and other related organizations.
b. The coordination of partners (e.g. states, counties, cities, tribes, federal
agencies, non-profits, etc.).
3. Resources
a. The need to know what resources are available and from whom before an event.
b. A way to coordinate resources at the state borders from state to state.
c. Knowledge of what resources the private sector can bring to bear.
4. Partners
a. The appropriate role of private sector owner/operators in the process.
b. The role of all federal government agencies in the process.
c. The role of the media in the process.
5. Funding/Sustainability
a. Aregional funding and sustainability strategy from all participating agencies and
organizations.
b. Ways to engage the private sector owner/operators in the process to sustain the
efforts.
6. Education
a. Common regional definitions and lexicon.
b. The states need to know the best practices and lessons learned in the private
sector, federal government, and other states.
c. The need for continued collaboration and exercises

All agreed this major undertaking needed to be started. Manageable first steps would be

needed to provide focus and ensure results.

Next Steps

Multi-state border coordination is a long-term, complex topic involving many stakeholders and
issues. Several possible next steps were discussed at the meeting. The AHC states agreed to
focus on the following:
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Completion of an After Conference Report.

Conducting a broader regional study to determine what is already in place to support this
effort in each state and identify possible gaps for further exploration.

Conduct a follow on meeting to explore outcomes of the study, prioritize needs, and
decide on next steps.
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About the AHC

The All Hazards Consortium (AHC) is a 501c3 non-profit guided by the regional states of North
Carolina, District of Columbia, Maryland, Virginia, West Virginia, Delaware, Pennsylvania, New
Jersey and New York. Our mission is to convene, facilitate, and document a sustained process
of interactions between states to help create new resources and funding opportunities for the
states to address key and timely multi-state issues. Formed in 2005, the AHC continues to build
a network of people and organizations from government, private sector, higher education and
non-profit/volunteer organizations that work together on common problems facing the multi-state
region.

The All Hazards Consortium’s role is to:

Create and facilitate a multi-state network of people (from state/local/federal
government, private sector, universities, research centers and non-profit organizations)
that can focus on specific homeland security, emergency management and related
issues that are common to all.

Create and manage a sustainable, ongoing collaborat ion process between the
states (e.qg. regional workshops, meetings and conference calls).

Work to gain common agreement  between the states on issues, findings, and possible
recommendations/solutions.

Document the issues and the recommendations in regional consensus white papers.
Develop ideas for multi-state research, projects, policy and efforts to address these
recommendations.

Raise awareness and resources to support the states efforts to produce tangible,
measurable results.

For more information about AHC activities and events, please visit www.ahcusa.org.

A copy of the most recent AHC annual report can be downloaded at:
http://www.ahcusa.org/documents/2008 _AHC Annual Report.pdf
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Summit Concept and Approach

Due to the geographical context and population of the East Coast region, it is critical that
evacuation planning be conducted with a multi-state regional approach, and a key issue that
requires further development is the concept of cross-jurisdictional state border coordination. An
example of this would be where a major evacuation route in one state crosses into another state
where it is not considered an evacuation route. To achieve the long-term vision of a coordinated
plan, a network of people and an informational framework needs to be constructed by all states
involved.

The AHC facilitated a multi-state Border Coordination Summit Meeting to help coordinate
catastrophic evacuation planning efforts and issues as a follow on to the Catastrophic Event
Preparedness Workshop held in February 2008. The meeting was underwritten by several
states in the AHC and hosted by the state of Pennsylvania in Gettysburg on October 22 and 23,
2008. The purpose of this first meeting was to;

1. begin to identify the top issues

2. identify any existing single state or multi-state efforts already underway and

3. link them together while identifying gaps to be addressed going forward. Future
meetings will address more details within states and discipline.

Prior to the summit, the AHC conducted regional conference calls with participating state
representatives within the identified disciplines (transportation, public health, law enforcement,
mass care, credentialing, communications, food/water/fuel, etc.), and compiled the findings to
share with summit meeting attendees. Those findings are included in the appendix. Participants
were asked the following questions during the conference calls:

What are the top three things you need to know in the event of an evacuation in a
notice/no-notice event?

Describe any cross border/multi-state planning initiatives you are currently working on.
Describe any cross border/multi-state training and/or exercises that you participate in.
Do you have any formal agreements in place with other agencies to assist in a cross
border / multi-state response to an evacuation?

What are your biggest challenges as they relate to multi-state initiatives?

How do you engage private sector in your planning / training / exercises?

Based on preliminary feedback from the states, the primary messages were:

Regional planning is a necessity.
Planning efforts are not funded in a sustainable manner.
Planning and exercises are most often locally based.

The objectives of the summit meeting then were formulated to:

Bring together the state Homeland Security and Emergency Management leadership
from nine states and FEMA headquarters/regions.

Identify the state representatives within each discipline who will participate in future
efforts.
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Determine other federal agencies with whom to partner (DoT, Commerce, DHS S&T,
etc.).
Define private sector stakeholders, roles and participation.
Explore future multi-state related projects, funding options and grant initiatives.

In the morning session at the summit, attendees were organized into functional roundtables
according to discipline. Each group was provided a facilitator and focused on discussing the
following three (3) items:

Functional Round Table Discussion Topics

1) Three top issues as they relate to cross border evacuation
2) Overview of current cross border efforts
3) Gaps to be addressed

During the afternoon session, the groups were reorganized so that each table had a
representative from each functional area. Attendees were presented with a scenario and asked
to formulate what would be needed from each others functional area in that scenario
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Functional Round Table Summary

In the morning session, groups were organized by discipline. The major points of conversation
from each functional round table are enumerated below. Due to the make-up of the groups,
some groups were able to address all the three disc  ussion topic areas. Other groups
were only able to address the top issues. The list ings of current initiatives in each
functional area are not meant to be exhaustive. Th e follow on Border Report will capture
additional initiatives. If the reader is aware of additional studies or initiatives involving
multi-state evacuation, please contact the AHC at jennifer.nugent@ahcusa.org

Commodities

The commodities functional group formulated the following top issues as they relate to cross
border evacuation.

Top Issues:

Planning — Coordination and prioritization of commodity distribution along the evacuation
route at the point of reception and the point of return must be addressed on a regional
basis.

Payment — When a state provides commodities for those from another area, who is
responsible for the immediate funding necessary to provide those services?

Private Sector Coordination — The coordination between private sector and public sector
needs to improve. States must include the private sector and local community in
planning efforts.

Behavior — There is a need to better understand the behavior of the consumer.

Public Information — The public must be notified as to what they can expect along the
way as well as expectations for when they return.

Current Initiatives

There are three (3) projects within FEMA Region III's Regional Catastrophic Planning Grant
Program (RCPGP) that involve commodities. Two (2) of the projects deal with Resource
Management in the region. The first project deals with the development of critical core
partnerships for regional resource management and assesses how they need to work together.
The second resource project deals with the regional database sharing of key evacuation
resources. The third project is a modeling and simulation project that will address what
commodities / resources a state has on hand in an evacuation and the consequences of using
those resources.

The State of NJ is working with the National Food Council to develop a state and private sector
interface to allow business to get back to business by identifying critical life line support priorities
for the food sector to move up operational ability and eliminate the need for federal aid
distribution earlier in the response/recovery period.
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Gaps

More education is needed to understand the regional people, efforts and organizations
that can support this topic.

More work is needed on regionally predicting public behavior for evacuation scenarios.
There is a need for states/disciplines to coordinate across borders on resourcing issues.
Coordinated public information efforts are needed. Efforts should engage private sector
employers/operators in the process.

There is a need to connect private sector donations/assets to government needs.

Need for an ongoing integrated planning platform to bring together state/local/federal
government and private sector owner/operators.

Communications

The communications functional group formulated the following top issues as they relate to cross
border evacuation.

Top Issues:

Leadership and Governance:

(0]

(0]

o

While state communications interoperability plans (SCIPs) exist for all states, few
if any SCIPs address cross-state interoperability issues; nor are SCIPs
coordinated with bordering states before final publication.

As a result, there is no common regional vision for communications
interoperability among FEMA Region Il states, or within the expanded NCR
UASI region.

There is no mechanism for institutionalizing lessons learned and best practices
relating to cross-boundary communications issues.

There is a recognized common need for decision support capabilities that focus
on the needs of the emergency management/ffirst responder communities —
currently, data is aggregated in situational displays, but desk officers are often
overwhelmed by information. What is needed is a knowledge management
system that is able to highlight decision-critical information and “push” this
information to the right decision maker at the appropriate time in the emergency
response decision cycle.

There needs to be a regional Standard Operating Procedure (SOP) for
interoperable communications with the DoD and with National Guard resources.

Funding:

o

There needs to be a consistent, sustainable funding stream to support (primarily
operations, maintenance, and training) communications systems once procured
and fielded.

Be cautious toward driving the Federal government to establish overly
prescriptive standards, since these very standards often generate “unfunded
mandates.” An example might include changes in spectrum designations that
then lead to a requirement to physically “re-band” land mobile radios.

Technical Interoperability:

(0]

Before pursuing interoperability, there needs to be basic operability. Issues of
legacy systems, “sunk costs,” and basic RF connectivity should be resolved first.

Border Coordination Report Page 11 of 33 www.ahcusa.org



Report on the All Hazards Consortium Border Coordination Summit

For example, there are regions within NCR member states that are RF “quiet” or
restricted zones due to research and national security restrictions. These need
to be addressed, each in turn, and resolved with appropriate “work-arounds” as a
precondition to establishing interoperability.

o Increasingly, policeffire/rescue rely on data and imagery to perform their
respective mission, in addition to traditional voice. Most of the current
communications interoperability focus is on voice solutions. Data and video
needs to be comprehensively factored in as well.

Generational Transition:

0 There needs to be a new paradigm for communications in support of
emergency/disaster response and recovery that leverages emerging
collaborative technologies associated with “web 2.0” including knowledge and
content management systems, and information dissemination systems (e.g., wiki,
twitter, facebook, myspace, folksonomies, etc.)

0 The central issue is how does one leverage the collaborative power of these new
tools, and the talents of the next generation of users, while remaining compliant
with requirements for information security and information privacy?

Current Initiatives:

Gaps:

All represented states (MD, VA, WV, PA and NJ) were currently in the process of fielding
new or upgrading existing radio communications systems. All of these initiatives are
state-focused, with cross-border interoperability issues being addressed (as they arise
either in planning or in practice) at county and municipal levels.

DoJ’'s National Institute of Justice is collaborating with WV to discern a set of existing
communications agreements and identify gaps and overlaps that may currently exist.

A multi-state regional baseline assessment for the AHC states is currently under
development.

Mechanisms for synchronizing privacy/information sharing (particularly cross-domain)
are inconsistent, ambiguous, or undefined.

There is no regional communications strategy for AHC member states; nor is there a
common multi-jurisdictional political vision for regional communications and
interoperability.

Communications interoperability across borders, where it does exist, is ad hoc and
tactically (operationally) focused.

Existing systems development and procurement processes (and bureaucracies) are out
of synch with the pace of technology evolution. There needs to be a general recognition
(by political leaders, as well as practitioners) that in this environment, no “optimal”
communications systems will ever be achieved. Instead, agile, spiral-based,
procurements should be undertaken to field incremental capabilities improvements
(rather than comprehensive new-system fieldings) that integrate legacy investments and
capabilities.

More regional exercises are needed along evacuation routes that engage state and local
government
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Credentialing/Access

The credentialing/access functional group formulated the following top issues as they relate to
cross border evacuation.

Top Issues:

Credentialing versus Access Rights — Credentialing doesn’'t mean access rights. Both
must be addressed.

Personnel Flow — There are people who need to come in as people are leaving. There
are unique issues associated with both populations leaving and accessing (as well as
staying). Is the same system adequate for all and are they compatible?

0 People leaving - Scenario dependent and depends on age and physical
capabilities (Katrina) primary concern travel routes and safety.

0 People entering — There are certain necessary skills needed that must be
allowed back into dangerous zone.

o People staying - There is a need for a process for surveillance and checking on
people who stay because they can't or won't leave. This includes special needs
as well as quarantined individuals.

Resources — How do vehicles and resources get credentialed and/or given access
rights?
Funding — Requires upfront investment to reduce response time and long-term costs.

Current Initiatives:

Virginia and West Virginia are collaborating on the First Responder Authentication
Credential (FRAC) electronic identity trust model. A goal in this collaborative effort is to
enhance and expedite onsite incident command coordination functions involving multi-
jurisdiction disparate organizations supporting response and recovery efforts. This will
be accomplished by ensuring interoperability with federal standards such as those
demonstrated during Operation Rendezvous and other DHS exercises.

The All Hazards Consortium states are working together with DHS Office of
Infrastructure Protection to gain common agreement on Access Control Guidelines for
CI/KR Resources.

The Corporate Emergency Access System (CEAS)is a credentialing program which
assists private organizations and businesses in gaining access to their business facilities
within restricted areas during public emergencies. Companies that participate in the
program within a sponsoring municipality may apply for CEAS “access cards” for their
critical employees. Local law enforcement agencies in participating jurisdictions are
trained to recognize the CEAS cardholder as critical to business recovery efforts. CEAS
was developed by the not-for-profit Business Network of Emergency Resources, Inc.
(BNET), who has partnered with cities and counties across the Northeast and Mid-
Atlantic to address the ever present concerns regarding business resiliency following a
disaster.
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Gaps:

There are many federal agency guidelines and mandates that may compete with each
other.

A common, uniform framework needs to be developed for multi-state credentialing and
access that is supported by the appropriate disciplines at the state level

Law Enforcement

The law enforcement functional group formulated the following top issues as they relate to cross
border evacuation.

Top Issues:

Command and Control for a large geographic incident (such as evacuation)

o Coordination for complex, multi-jurisdictional, multi-disciplinary incidents presents
many challenges, including the ability to identify appropriate leadership and
coordinating structures to meet the demands of the incidents.

o Plans — state-to-state plans have not been developed, nor have region-wide
efforts to integrate current state-level evacuation plans been addressed with the
exception of some sub-regional efforts involving Maryland, Delaware, Virginia
and the NCR. Accordingly, implementing multi-state evacuation plans will place
great stress on local, state and federal officials to coordinate efforts during any
such incident.

0 Resources — resource management for multi-state incidents remains a significant
challenge as no known efforts have been made to integrate existing Emergency
Management Operations Centers (EOCs) across state lines or to create
“Regional EOCS” necessary to manage resources (people and things).

Interoperability: The law enforcement group participants recognize that interoperability
includes much more than the ability to deploy and utilize radio communications.

o Radio/voice/data = Information (Situational Awareness). The integration of
reliable, redundant communication systems is vital to address large-scale
incidents of any type. In addition, the ability to maintain and report accurate
situational awareness is equally vital as it provides incident commanders the
“nature and pulse of the incident” from which incident objectives are developed,
resource needs are determined, and incident evaluation and management can
occur.

o Plans and Political Authority (and Political Will): Currently, no state-to-state
agreements exist to enable states to establish coordination structures to manage
multi-state incidents.

0o Mutual aid/EMAC: It is recommended that the Consortium states examine the
feasibility of identifying the Governors to enter into necessary pre-incident
agreements to share jurisdiction and delegate authority to personnel to assist
with multi-state incidents where shared management interests are apparent.

o0 Concept of Operations: A Concept of Operations for multi-state incidents should
be developed to address the full range of responsibilities and resources that will
be needed to manage such incidents.

Regional All-Hazards Evacuation Planning
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o Although evacuation planning is underway it is not region-wide’.
o Designated regional evacuation routes (cross state) are needed.
0 There is a need to de-conflict plans.

Emergency Public Information Warning

o Joint Information System/Joint Information Center JIC/JIS plans are essential to
organize Public Information personnel from jurisdictions across state lines. Again,
pre-incident planning should be initiated as a critical next step.

0 Maximize available technology to ensure that critical information can be provided
to citizens impacted by the incident using all available means.

Current Initiatives:

Gaps:

Preparedness planning, including plans for evacuation, is ongoing throughout the
Consortium states including sub-regional efforts involving Maryland, Delaware, Virginia
and the NCR at the local and state level.

NJ and NYC are also involved in similar efforts

More exercises are needed to drive out cross border issues/coordination.

There is a need for continued awareness, collaboration and sharing of various regional
projects/efforts at federal and state levels.

There is a need for more integrated planning with law enforcement efforts and other
disciplines and private sector owner/operators.

Mass Care/Sheltering

The mass care functional group formulated the following top issues as they relate to cross
border evacuation.

Top Issues:

Communication - Lack of formalized communication among states. Before an event,
ESF 6’s must communicate.
Tracking — There are requirements for tracking systems for misplaced citizens.

o Developing a tracking system for people as they cross borders and leave their
homes so they can be accounted for both by officials and eventually their families
or other relatives on databases.

0 Address public resistance to tracking — fear of the government.

o Explaining the benefits of a tracking system.

o Coordination with Red Cross and faith based organizations.

Relationships — The relationships of those who require sheltering or mass care in the
event of an evacuation with the local community is an issue.

! Since the Border Summit, efforts have begun on the Regional Catastrophic Planning Grant Program (RCPGP).
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Need for sharing of best practices.

Current Initiatives:

The FEMA Region Ill states have undertaken a Mass Care project as part of the
Regional Catastrophic Planning Grant Program (RCPGP). The desired outcomes of
this project are to develop a common definition of regional shelter standards and
special needs populations, and to identify shelter locations with supporting data such
as capacity, ADA compliance and pet arrangements that would be needed in a
protective action in the multi-state region.

Gaps:
The management of shelters across borders will have multiple financial and legal
impacts that need to be addressed.
The management of moving people from acute care facilities to facilities across
borders is another gap that needs to be addressed.
The management of moving incarcerated people to facilities across state borders
needs to be addressed.
Coordination of the regional states’ variations of styles is needed in the event of
protective actions, be it shelter-in-place or evacuation, to ensure consistent information
dissemination

Public Health

The public health functional group formulated the following top issues as they relate to cross
border evacuation.

Top Issues:

Medical Surge Capacity — Need information on patient tracking, pandemic planning and
hospital bed capacity.

o Information requirement for not only capacity but also specialty.

o Requirement to identify different information sources and how to share that

information across states.

Stockpile Management — Need to address missing or duplication of distribution to
populations.
Collaboration — Need better collaboration with federal government as it relates to gaps.

Current Initiatives:
There are current programs that should be leveraged including coordination between
states and active county to county, cross—border mutual aid initiatives.
EMAC has governance and policy guidance that needs to be followed.

Gaps:
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There is a need for more collaboration and coordination with federal, state and local
authorities.
Improved communications and coordination across the region is needed.
Regional planning is needed that integrates transportation, law enforcement,
emergency management and private sector with public health efforts.
More work is needed to drive out public health issues in a cross border environment.

Transportation

The transportation functional group formulated the following top issues as they relate to cross
border evacuation.

Top Issues:

Sharing of plans and basic issues is essential. Each entity needs to know what's
coming at them including:
o Timelines of plans
o People flows — how many and where are they going
o Situational awareness
0 Operations (real-time and day to day)
There is a significant need for breaking down communications barriers
o Relationships between agencies
0 Interoperable platforms
0 Tying together EOC’'s/TMC’s
0 Understanding role of private sector
Must integrate all modes in planning and operations (air, rail, ferries, roads)
0 Specific needs, specific transport
0 Public & private sector providers
There is a need to address institutional barriers
o Transport for PD and FD
o0 Addressing silos

Current Initiatives:

New York and New Jersey have put in place the Trans-Hudson Plan which is an
emergency transportation plan aimed at returning NJ residents working in NY City and
NY residents working in NJ to their resident state using ferry and bus operations when
existing rail-based commuting options are rendered inoperable. The plan includes the
use of private sector transportation resources.

The Northern NJ UASI region is also working on a regional mass evacuation plan that
will adapt the Trans-Hudson plan to make it a more flexible component of incident
response to a wider range of disaster scenarios. This planning initiative also included a
behavior analysis study which found that a significant number of NJ evacuees are likely
to cross state lines to reach their evacuation destinations. This data will be incorporated
in an evacuation transportation planning model being developed to support the initiative.
The NY City/Northern NJ UASI RCPGP is underway with an initial focus on plan
synchronization and coordinating evacuation decision-making through an executive level
Regional Evacuation Liaison Team. This initiative, which also includes Connecticut and
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Gaps:

Pennsylvania, will address cross-border transportation operations and regional
sheltering.

The Southeastern Pennsylvania Regional Task Force, which consists of the City of
Philadelphia and Bucks, Chester, Delaware and Montgomery counties in Pennsylvania,
in conjunction with the Pennsylvania Emergency Management Agency (PEMA) and the
Delaware Valley Regional Planning Commission (DVRPC), has undertaken creation of
the Southeastern Pennsylvania Emergency Transportation Plan. This planning effort is
intended to ensure an appropriate and consistent response to events impacting the five
county area. The task force is working closely with five southern New Jersey counties to
address the potential flow of evacuees across the Delaware River.

The RCPGP initiative within FEMA Region Il (DC, DE, MD, PA, WV and VA) also
includes a transportation component involving the mapping of evacuation routes within
the six-state region.

The 1-95 Corridor Coalition conducted a best practices study of regional incident
management information sharing systems and applications in use throughout the 1-95
Corridor. The study focused on answered the question, “Could there be one incident
management system for the entire corridor, but customized for each region?” The main
objectives of the project included technology transfer, to determine the potential for tying
regional systems together and to provide information needed to determine how the
Information Sharing Network (ISN) could be designed and deployed while, in the
meantime, leveraging current system information sharing capabilities to improve
operations.

The DelMarVa Emergency Taskforce and Maryland, Virginia and Delaware are working
together on an East Coast Hurricane Evacuation Plan. This includes the development
and coordination of detailed evacuation routes with the State Highway planners.

The American Association of State Highway and Transportation Officials (AASHTO) is
working to develop and publish a guide for multi-state transportation operations
programs (MSTOP) that is suitable for adoption, recognizing that MSTOPs will have
significant state, regional and national benefits.

The 1-95 Corridor Coalition developed the Integrated Corridor Analysis Tool (ICAT), as
well as other planning and modeling tools for multi-state evacuations. Currently, the
Coalition is beginning the process of developing and pilot testing a multi-state
evacuation/emergency planning tool for two or three states that uses ICAT as the basis
for the planning network.

The establishment of command and control among the varying transportation entities,
e.g., ports, tunnels, roadways, and the sharing of plans between those entities.
Coordination of contracting arrangements between state and private sector. For
example, private sector may have a contractual arrangement with a ferry operator for
their employees while the state may also be relying on those assets

Continued exercises are needed.

More knowledge is needed with respect to the various efforts going on within the region
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Cross Functional Round Tables

In the afternoon session, round tables were organized so that each group had representatives
from multiple disciplines. All groups were given the following scenario and asked, “What
information would you need from others seated at your table to respond to this scenario?” The
information from the summary of that session is detailed below.

Abbreviated Scenario

WAHC news has learned that officials in four states and the District of Columbia are
investigating reports that water supplies -- including three major rivers that provide drinking
water for much of the population of the region -- have been contaminated. The precise source
and nature of this contamination has not been determined, but reports began surfacing several
hours ago that hospital emergency rooms in several states had seen a significant up tick in
visits and admissions.

The reports appearing from various sources on the internet connect these ilinesses to the
consumption of public drinking water from the Susquehanna, Shenandoah and Potomac Rivers.
None of the state, county or local governments in the effected areas have confirmed this
incident or its source, nor have any banned the use of public water supplies. No evacuations
have yet been ordered.

General Discussion:

Within the confines of the scenario, the most pressing issue was to identify the nature of
the contaminating agent or agents; fix its location(s), and determine its propagation
behavior.

River contamination implies multi-jurisdictional impacts, therefore the need for a multi-
jurisdictional communications strategy and response - in particular, a Joint Information
Center (JIC).

For state Fusion Centers, there is still not a common CONOPS for information sharing in
the case of cross-border emergencies. Strong bi-lateral relationships exist at the tactical
and operational levels, but plans and protocols need to be formalized, harmonized, and
exercised.

From FEMA'’s perspective, the Federal government needs to know what the state and
local resource gaps are (e.g., food, water, shelter, security, communications, etc.)

Top Issues:
Planning and Information Sharing — AHC member states do not have integrated JIC

planning, nor do they exercise the plans and/or agreements that they in some cases do
have.
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Command and Control — Multi-state command and control will need to be organized.
Public Perception - The “tipping point” at which governments will begin to lose control of
the emergency is represented by the level of “panic” the public experiences that causes
them to act either unilaterally (e.g., self-evacuate) or in opposition to government
direction.

Public Messaging - Coordinated, consistent, timely public messaging is critical to
pushing back in time that tipping point. Effective messaging must include:

o JIC coordinated press releases.

o Credible communication sources.

o0 Leverage, in a consistent way, all available communications channels (e.g., high
emergency advisory systems, cell phones, emalil, twitters, text messages, radio
broadcast).

o Don't forget special needs populations, non-ambulatory groups, and others who
do not normally use (or comprehend) ordinary communications channels. There
is a need to develop and practice notifications using non-traditional
communications channels including volunteer organizations (e.g., meals on
wheels, home care providers, and home medical service providers including
nursing, oxygen, physical therapy, etc.).

Transportation - Will be asked to determine multi-state traffic flow issues based upon
traffic monitoring and reporting systems.

Interdependencies - There needs to be a regional approach to identifying and making
explicit critical interdependencies, that (if unmitigated), will lead cascading
response/recovery systems failures. Supporting this, there should be a risk-based system
for prioritizing these critical interdependencies that is then used to inform policy, planning,
and investment decisions at a regional level.

Further Discussion on Interdependency Issues

This is perhaps the least examined area of concern relating to cross-boundary coordination.
Among the various functions (law enforcement, communications, mass care, medical,
transportation, credentialing etc.) there is no integrated set of priorities as to which functions
have primacy over others for purposes of support. For example, if the planned solution for
mass care (e.g., shelter) is to rely on the private sector for building materials (tents, plywood,
tarps), then it must be recognized beforehand that suppliers like Wal-Mart and Home Depot
generally use just-in-time inventory systems. For these private sector providers to be effective
in disaster response, they will need communications and power to coordinate their supply
chains and will need free access (credentials) and freedom of movement (transportation and
security) to move their goods. If the output of the mass care support function is shelter food and
water, the necessary inputs will be power, communications, road access, and security.
Similarly, law enforcement will need communications, road access, and power to perform its
emergency support functions; however, demands on law enforcement services will greatly
exceed law enforcement response capacity during times of emergency, and so on.
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Next Steps

This section will detail next steps that were discussed in the individual functional groups.

Functional Discussions:

Command and Control

0 Multi-state EOC/Fusion/TOC: Incident Management responsibility for managing
state-level evacuations will rest largely with state EOCs through the impacted
multi-state area. Accordingly, it is critical that planning occur between those
entities toward “Regional EOCs” to ensure the alignment of existing plans,
particularly at border locations and where main transportation systems/corridors
cross state lines.

o Virtual EOCs: States can establish “virtual EOCs” using available technology
without the investment in “bricks and mortar” to establish dedicated facilities. As
stated above, pre-incident agreements will be required with accompanying plans.
Training and exercises for virtual EOCs is necessary to test and evaluate the
ability of these EOCs to perform.

o0 Area Command - Multi-Agency Coordination Groups (MAC), Incident Complex,
etc: The law enforcement group recommends the use of Incident Command
System structures where appropriate to address multi-state coordination.

o Examine Command and Control options and the authority to implement as stated
above.

0 Plan — Organize — Train — Exercise — Evaluate.

Interoperability
o0 Radio - state-to-state interoperability planning is needed.
0 Multi-state planning must be expanded while intra-state efforts mature.
Evacuation Planning
o Enlist major metropolitan areas to:
Compare plans.
Amend as needed.
Train and exercise.

Emergency Public Information and Warning
o Apply JIC plans (local and intra-state) and concepts to state-to-state incident
plans.
o Expand efforts (DoT) to connect camera and traffic monitoring systems.
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Wrap Up Session

The All Hazards Consortium has been funded to produce a Border Coordination Report that will
identify existing catastrophic planning organizations, task forces and efforts (plans, SOPS,
guidance, etc.) as they relate to multi-state border coordination issues.

As part of this effort, an inventory will be developed of the current areas of coordination between
the states. This would include review of such areas as:

State Police

Homeland Security
Emergency Management
Department of Transportation
Department of Health

Estimated completion date is Spring, 2010.
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Appendices

Credentialing Presentation

A credentialing demonstration and presentation was included as part of the summit’s agenda.
The presentation was made by Craig Wilson, H.R. 1 Coordinator, FEMA. Below are the slides
as presented by Mr. Wilson.
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Read Ahead

TABLE 1: Summary of Functional Area Cross Border |

tems

Public Health Law Enforcement Credential Mass Care Transportation
Top Can Law Enforcement | Will people have proper | How many people can | -Where are  people
Issues and/or Three support Transportation | “credentials” to assist | “your” state take going
top things you need to Architecture cross  border when | -How to get them back -What is timeline

know in evacuation

What issues will arise

assistance is needed
-Business Model needs

during multi-state | to match credentialing
evacuation incidents? process
-Communication of
Progress
Regional Planning Localized cross border | Status of State NCR based -1-95 Corridor Coalition
Initiatives planning efforts Evacuation Plans UASI based -MD-PA-DE-NJ
initiatives
Mid — Atlantic Public | Background on
Health Consortium Interstate Evacuation
Coordination Initiatives
Cross-Border Public
Health Preparedness | Coordinated efforts with
Conference — Univ of | State Transportation
Pitt and Human Services
agencies
Mountain Empire
Planning
Exercises -Pandemic Flu UASI based Exercises Pilot Projects UASI based -Region IIl exercises

-Localized efforts

CWID Exercises

Summer Sizzle

-Radiological Exercises
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Public Health Law Enforcement Credential Mass Care Transportation
Formal Agreem ents Difficulty in State to | Mutual Aid Plans and/or Red Cross
State EMAC Salvation Army
VOAD Agencies
Best Practices -Drinking Water Initiative Standards Transportation
Process Management Systems
-Health Care worker
credentials
-EMAC
Challenges -Planning  Tools are | Road Architecture Unified Approach Planning for | -How  survivable is
state focused Spontaneous infrastructure
-Regional Groups not | Radio Communications Evacuation -Methodology for
funded -Payment issues communication of
-Planning Initiatives not | Monitoring Traffic Flow -Legal issues information to  other
sustainable - time & | and maintaining -Funding agencies for response
funding accurate situational -Staffing -Staffing  of  trained
awareness people
-Funding
Gaps Emergency Notification
and Public Information
Systems and Processes
Funding HHS Preparedness | SHSP
Grants UASI
Transportation Grants?
Private Sector Hospital Training with Private
Engagement Sector
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